BALANCING CYBER SECURITY AND INTERNET FREEDOM
“Those who would give up essential liberty,
to purchase a little temporary safety,
deserve neither liberty nor safety”1
– Benjamin Franklin

In the modern society of information, whose roots are identified in the so-called Information and
Communication Technologies (ICT), one of the main challenges is the hypothesis of a balance of two
variables: cyber security and Internet freedom.
The need of balance refers to the peculiarity of the cyberspace to be the domain in which both the
geopolitical limits and the rights of the users are redefined. Therefore, the necessity of protecting the
security of both the individual and the nation becomes more and more essential.

Crucial is briefly defining the two variables before analysing the hypothesis of a balance. The
International Telecommunication Union (ITU) defines the concept of cyber security as “the collection
of tools, policies, security concepts, security safeguards, guidelines, risk management approaches,
actions, training, best practices, assurance and technologies that can be used to protect the cyber
environment and organization and user’s assets”2. Nowadays cyber security becomes a continuous
process of risk management, based on the ability of networks to resist and defend themselves against
threats that may compromise their essential elements.
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The idea underneath the concept of Internet freedom3 refers here to the denomination “Open – Safe
– Secure”, proper of the Cybersecurity Strategy of the European Union (2013) 4. The adjective “open”
denotes a global and independent internet, as well as a shared resource among all citizens. An “open
internet” is therefore able to promote a process of political and social inclusion by breaking down
physical boundaries between countries, creating a forum for freedom of expression and giving power
to common people in their search for more just and democratic societies (see, for example, the socalled 'Arab Spring'). Indeed, internet has become the backbone of our society and a resource on
which both social interactions and the economies of the world rely (especially in sectors such as
energy, transport, health, finance). The undisputed positive aspect of the internet, together with the
consequent availability of services and applications, has resulted in an enormous boost to prosperity
as well as in opportunities for personal development 5. However, a negative consequence can be
identified in the emergence of new ways of exercising power, which postulate themselves as
expressions of a transnational power, often almost imperceptible.
Is therefore possible to guarantee the fundamental rights of citizens online 6 as well as cyber security
in the new domain? After analysing several studies7 and aware of the fact that a unique answer to this
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specific question is not advanced by the institutional and governmental world yet, nor from the legal
one, the idea of reducing the issue to a trade-off8 is maybe the easiest one today. From this perspective,
if we favour one of the two factors between cyber security and Internet freedom, the other one would
decrease proportionally. Therefore, if we would favour safety in absolute terms, the rights of the
citizen would slowly erode, possibly leading to the well-known idea of mass surveillance. On the
other hand, if freedom on the internet would be fully encouraged in our democratic society, there will
be the likelihood for more deviant behaviour to exist in the online environment. It is crucial to
underline that is not the technology to be distorted, but the way in which the individual uses it. Is
therefore surveillance really the only way to ensure cyber security and the decrease of cyber attacks?
In this regard, is significant to underline that the trade-off model proves to be attractive and rather
convincing as it is generally popular among those involved in decision-making processes, both at
European and national level. Indeed, researches conducted by the institutional world with regard to a
possible balance of the two variables addressed, are nowadays difficult to find. At this point of the
analysis is important to ask ourselves one question: what do we value the most, security or our
privacy?
On the European level9, is central to highlight the discrepancy between the European discipline,
which seems to offer a guarantee of personal data and the discipline of the Member States,
characterized by a marked fragmentation and consequential absence of cooperation10.
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The protection of personal data has a legal basis in the Charter of Fundamental Rights of the European
Union11 of 7 December 2000 – in particular at articles 7 and 812, which has become a legally binding
instrument for the European institutions and the Member States after the Lisbon Treaty13.
With regard to the most recent European legislation, the two variables are analysed in the 2016/1148
Network and Information Security Directive (NIS)14 and in the 2016/679 General Data Protection
Regulation (GDPR) 15, both adopted in 2016 and entering into full force respectively 8 and 25 May
2018. Starting from the end of May 2018, the processing of personal data in Europe have reason to
exist only if relevant and limited to the purposes set out, as well as only subject to the prior consent
of the interested party, according to the principles of correctness and transparency. Within the same
regulation, public administration as well as private companies are obliged to carry out the so-called
“privacy impact assessment” to measure the risks associated to data processing in terms of rights and
freedoms of the individual concerned. In the GDPR, the related principle of accountability is
addressed, according to which ‘data controllers’ have to concretely demonstrate the adoption of all
security measures necessary for the protection of the data in question, as well as having requested a
consent to it. The GDPR is therefore to be considered as a first step towards a better protection of
personal data of European citizens, even if not the point of arrival yet. At the European and national
level, the treatment of personal data still needs greater attention from institutions and decision makers
and has not to be subordinated to the security of states. Responding to today’s technological
developments and to the European economic growth, the GDPR finally sets the rules regarding data
protection for all European Member States, conforming them to the same principles.
In the same way, the NIS Directive has to be remembered as a milestone towards the harmonization
of Member States in the field of cyber security, as it outlines measures aimed at establishing a high
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and common level of security of networks and information systems. Finally, with regard to
cooperation, the NIS Directive represents an important step towards improving the general level of
security, trust and exchange of information between Member States.

Facing the difficulty of responding unequivocally to the dilemma of balancing cyber security and
Internet freedom, a possible solution can be found in the current and future liability regimes.
The thesis of the responsibility of the Internet Service Provider (ISP) can indeed be considered as an
initial answer to the impossibility of determining the responsible subjects lying behind cyber attacks.
The ISPs are today the intermediaries between the network and the end user, as well as the providers
of a service and with more responsibilities they could become the owners of both security and
protection of personal data of those to whom they have sold the given network service. Similar to a
traditional security system, ISPs would have the ability to observe and filter the traffic entering and
leaving their networks, eventually suspending the access to that particular network for all users
suspected of intentionally entering ambiguous traffic. Proof of the fact that the thesis of the
responsibility of the ISP could actually work are to be found on a global perspective. In many other
countries, governments are equipping themselves with measures to implement public-private
partnerships (PPPs), in order to improve cyber security through direct cooperation with ISPs. Among
these, Australia and Japan are two good examples. Specifically, the Australian government has
instituted a so-called "voluntary code of practice" 16, which is a voluntary code of conduct for ISPs,
asking them to implement a notification mechanism for all the devices considered to be infected, as
well as an updated archive on cyber threats and a reporting system to inform the government
directly17. Similarly, a collection of over 70 internet service providers has been set up in Japan strictly
dedicated to improve IT security, known as the "Cyber Clean Center" (CCC)18. The activity of the
CCC started in 2006 and is based on the collaboration between the government and the ISPs,
according to which they will notify users of current cyber threats and the list of IT devices deemed to
be infected. In 2010, Japanese ISPs who decided to participate in the CCC were responsible for
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sending about 480,000 warning emails to 100,000 users. 31.6% of the alerted users took countermeasures in advance of the threats reported19.

On a global perspective, the trend seems to be oriented towards greater responsibility for ISPs, but
for most countries it remains only a hypothesis. The limitation of this thesis mostly regard the concrete
possibility for ISPs to provide a 100% secure internet communication system and the economic
barriers. In this regard, a problem concerns the economic return for ISPs on the investment linked to
the supply of safety filters, additional to the service they offer today. However, a system of economic
incentives towards the ISPs by governments or by the public-private partnership would also be
conceivable20.
The dilemma of balancing cyber security and Internet freedom faces another limit: the awareness of
EU citizens. Thanks to the recent report called “Special Eurobarometer 464th: Europeans' attitudes
towards cyber security", released by the European Commission in September 2017, is easier to
highlight the problem.
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Figure 1. How important are the following challenges to the internal security of the EU?

“Special Eurobarometer 464°: Europeans’ attitudes towards cyber security”,
Directorate-General for Migration and Home Affairs, European Commission, 2017,
http://ec.europa.eu/commfrontoffice/publicopinion

The behaviours and perceptions of the 28,093 interviewees concerning the issue of cyber security
highlight the consequential issue of the digital divide and the educational urgency21 in the field, today
necessary more than ever. It is clear that the reduced awareness related to both cyber security and the
rights of the user in the online dimension, definitely leads to less effort to defend both.
Figure 2. How well informed do you feel about the risks of cybercrime?

“Special Eurobarometer 464°: Europeans’ attitudes towards cyber security”,
Directorate-General for Migration and Home Affairs, European Commission, 2017,
http://ec.europa.eu/commfrontoffice/publicopinion
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When analysing the graphs and results of this report22, it is crucial to bear in mind that the percentages
reported so far refer to a sample of 28,093 citizens from 28 EU member countries, only partially
considering the differences between the countries themselves. Looking at figure 2, if we compare the
percentages of Italian citizens who consider themselves as ‘very well informed’ regard cybercrime to
many countries in Northern Europe, the educational urgency in the field emerges.
In this regard, it should be considered that the lack of awareness inevitably feeds a feeling of fear
originated by the citizens themselves, which will progressively increase the trade-off between the two
variables. The more the citizens are frightened by the loss and/or the theft of their personal data, the
more they will approach the idea that security measures are necessary to curb this possibility, at the
cost of sacrificing their privacy in full. At the same time, without digital skills it will never be possible
for citizens to defend themselves from any kind of surveillance.
In conclusion, is necessary to underline the urgency of an international regulatory framework
for the cyberspace, which has to be recognized and accepted by both potential executors and victims
of cyber attacks, since cyber security is a shared responsibility. As already highlighted, the main
obstacle in this process, which will inevitably have to be realized in the near future, lies in crossborder cooperation23 between States and in particular in the general reticence of European Member
States in revealing their strategic assets24.
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