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“The Internet is broken” 

E. William 

 
 

Cyber Policy, Diplomacy & Legal Framework 

 NATO Ministers endorsed a set of principles for how the Alliance can 

integrate the cyber capabilities of its Allies into Alliance military 

operations 

 Italian Law Proposal about innovative start up on cyber security 

sector  

 UK Data Protection Bill vs EU General Data Protection Regulation  

 Cyber attacks: EU ready to respond with a range of measures, 

including sanctions  

 Cyber Operations Tracker  

 

Cyber Security 

 US: Presidential Executive Order on Strengthening the Cybersecurity 

of Federal Networks and Critical Infrastructure  

 Wikileaks releases source code for hive CIA’s malware control 

system  

 US Identifies 6 Russian Government Officials involved in DNC Hack  

 UN expert voices 'serious concerns' over allegations Yahoo scanned 

customer emails at behest of US intelligence   

 'Bad Rabbit' ransomware strikes Ukraine and Russia  

 Art galleries targeted by cyber-thieves  

 Facebook admits up to 270m users are fake and duplicate accounts  

 

Events 

IGF Italia 2017 (Bologna) 

14/11/2017 

Cyber security 360 Summit 

(Rome) 

15/11/2017 

4° Conferenza nazionale Cyber 

Security Energia (Rome) 

28/11/2017 

8° Conferenza Nazionale sulla 

Cyber Warfare (Milan) 
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http://www.camera.it/_dati/leg17/lavori/stampati/pdf/17PDL0055240.pdf
http://www.computerweekly.com/feature/UK-Data-Protection-Bill-vs-EU-General-Data-Protection-Regulation
http://www.securitynexus.eu/2017/10/cyber-attacks-eu-ready-to-respond-with.html
http://www.securitynexus.eu/2017/10/cyber-attacks-eu-ready-to-respond-with.html
https://www.cfr.org/interactive/cyber-operations?utm_medium=social_earned&utm_source=fb&utm_campaign=interactive&utm_term=cyber-operations&utm_content=110617
https://www.whitehouse.gov/the-press-office/2017/05/11/presidential-executive-order-strengthening-cybersecurity-federal
https://thehackernews.com/2017/11/cia-hive-malware-code.html
https://thehackernews.com/2017/11/cia-hive-malware-code.html
https://thehackernews.com/2017/11/dnc-email-russian-hackers.html
http://www.independent.co.uk/news/world/americas/un-expert-serious-concerns-allegations-yahoo-scanned-customer-emails-us-intelligence-cyber-security-a7351996.html
http://www.bbc.com/news/technology-41740768?intlink_from_url=http://www.bbc.com/news/topics/62d838bb-2471-432c-b4db-f134f98157c2/cybersecurity&link_location=live-reporting-story
http://www.bbc.com/news/technology-41845965?intlink_from_url=http://www.bbc.com/news/topics/62d838bb-2471-432c-b4db-f134f98157c2/cybersecurity&link_location=live-reporting-story
http://www.telegraph.co.uk/technology/2017/11/02/facebook-admits-270m-users-fake-duplicate-accounts/
http://igfitalia2017.cirsfid.unibo.it/index.php/partecipa/consultazione-pubblica/
http://www.cybersecurity360summit.it/
http://www.energiamedia.it/wp-content/uploads/2017/09/Conferenza-Nazionale-CSE-15-novembre-2017.pdf
http://www.energiamedia.it/wp-content/uploads/2017/09/Conferenza-Nazionale-CSE-15-novembre-2017.pdf
http://www.cyberwarfarecenter.it/
http://www.cyberwarfarecenter.it/


 

 

   

 

 

  

   
 

 Ex-Facebook president Sean Parker: site made to exploit human 'vulnerability'  

 Two centuries ago, France was hit by the world’s first cyber- attack 

Cyber Warfare, Intelligence and Terrorism 

 The immediate threat from North Korea is in cyber space 

 EU: cyber attacks can be an act of war 

 Internet Organised Crime Threat Assessment  

 FBI failed to access 7,000 encrypted mobile devices  

 Cost of cyber crime rises rapidly as attacks increase  

 The World Once Laughed at North Korean Cyber power. No More.  

Cyber Opportunities: Economy, Research & Innovation 

 McAfee will no longer permit foreign government to review the source code of its products 

 Facebook, Google and Twitter grilled by Congress over Russian meddling 

 Facebook updated its Advertising policies 

 New Transparency For Ads on Twitter  

 Announcement: RT and Sputnik Advertising  

 Partnership Leonardo-Microsoft nel settore dell’industria 4.0  

 Enterprise businesses need malware analysts  

 Equifax profits plunge amid breach fallout  

 Student charged by FBI for hacking his grades more than 90 times  

 Microsoft responded quietly after detecting secret database hack in 2013  

 

https://www.theguardian.com/technology/2017/nov/09/facebook-sean-parker-vulnerability-brain-psychology
https://www.1843magazine.com/technology/rewind/the-crooked-timber-of-humanity
https://www.ft.com/content/4d932cda-b8d0-11e7-bff8-f9946607a6ba
http://www.telegraph.co.uk/news/2017/10/29/eu-governments-warn-cyber-attacks-can-act-war/
https://www.europol.europa.eu/iocta/2017/index.html
http://www.bbc.com/news/technology-41721354?intlink_from_url=http://www.bbc.com/news/topics/62d838bb-2471-432c-b4db-f134f98157c2/cybersecurity&link_location=live-reporting-story
https://www.ft.com/content/56dae748-af79-11e7-8076-0a4bdda92ca2
https://www.nytimes.com/2017/10/15/world/asia/north-korea-hacking-cyber-sony.html
https://www.reuters.com/article/us-usa-cyber-russia-mcafee/mcafee-says-it-no-longer-will-permit-government-source-code-reviews-idUSKBN1CV2MP
https://www.theguardian.com/technology/live/2017/oct/31/facebook-google-twitter-congress-russian-election-meddling-live
https://newsroom.fb.com/news/2017/10/update-on-our-advertising-transparency-and-authenticity-efforts/
https://blog.twitter.com/official/en_us/topics/product/2017/New-Transparency-For-Ads-on-Twitter.html
https://blog.twitter.com/official/en_us/topics/company/2017/Announcement-RT-and-Sputnik-Advertising.html
http://www.notiziegeopolitiche.net/partnership-leonardo-microsoft-nel-settore-dellindustria-4-0/
https://www.kaspersky.com/blog/sas-2018-analysts/20058/
http://www.bbc.com/news/business-41932862?intlink_from_url=http://www.bbc.com/news/topics/62d838bb-2471-432c-b4db-f134f98157c2/cybersecurity&link_location=live-reporting-story
https://nakedsecurity.sophos.com/2017/11/01/student-charged-by-fbi-for-hacking-his-grades-more-than-90-times/
http://uk.reuters.com/article/us-microsoft-cyber-insight/exclusive-microsoft-responded-quietly-after-detecting-secret-database-hack-in-2013-idUKKBN1CM0D0?utm_campaign=trueAnthem:+Trending+Content&utm_content=59e5a94504d30116245fe6ff&utm_medium=trueAnthem&utm_source=twitter

