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ABOUT THE

CENTER

The Center for Cyber Security and International

Relations Studies (CCSIRS) is part of the

Interdepartmental Center for Strategic, International

and Entrepreneurial Studies (CSSII) at the Department

of Political Sciences of the University of Florence.

Established in 2015, the CCSIRS aims at promoting and

deepening the knowledge on cyberspace dynamics

through a policy-oriented approach. More specifically,

activities are focused on analyzing the influence that

cyberspace exercises over both Italian national security

and the international system's stability, peace and

security.

The Center’s multidisciplinary approach succeeds in

integrating the traditional fields of Social Sciences

(politics, economics, law, strategic and military studies)

and Computer Science. The analyses are conducted by

Italian and international experts from various sectors

and countries. The Center shapes its international

activities by creating an ever-increasing solid network

of public and private partnerships, aiming at

guaranteeing excellent research.

The Center’s research focuses on comparative analysis

of best cases and best practices in the fields of cyber

strategy, governance and policy, critical infrastructures,

economic and financial cybercrimes, privacy protection

legislations and cyber intelligence structures.

Complementarily, it carries out studies on the different

approaches adopted internationally by both private

and public actors.
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Executive Summary

The concept of cyber power is comprised of several facets that go

beyond the simply cyber capabilities of certain countries and

present many difficulties when trying to define it. This partially

explains why all the many indices that have been elaborated during

the past few years consider different factors and present different

outcomes. Indeed, Italy has not reached the top-level ranks in most

of the major international cyber power and security index.  

For instance, among all the most common classifications, the Belfer

Center’s National Cyber Power Index (NCPI) is currently the best

and most inclusive attempt to categorize States’ efforts and

capabilities, without limiting the concept of cyber power to the

mere ability to attack or defend. In this index, Italy ranks 29 out of

30 countries, and presents a low index both in the Intent and in the

Capabilities indicators. However, a question arises: is this the real

situation of the Italian Cyber Security Index?

This policy paper attempts to answer the above question with an

analytical approach considering, inter alia, the Italian normative,

institutional, and operational framework. For example, Italy –

starting from 2013 – has structured a specific national architectural

framework considering cyber security as a comprehensive part of

the national security, also in compliance with the European Union

constraints and its status as a member of NATO. At the same time,

the establishment of the National Cyber Security Perimeter

(Perimetro di sicurezza nazionale cibernetica) represents the last

initiatives that could potentially reshape the Italian cyber security

posture, in an innovative and appropriate way.

The policy paper presents a twofold perspective: a) frame Italy’s

cyber ecosystem and its deficiencies, and b) highlight some bias

and lacks in the NCPI regarding the Italian cyber power index score.

In light of this, the research proceeds to assess the Italian cyber

security regulatory framework to highlight its strengths and

weaknesses. As a result of the analysis, practical policy

recommendations are given on updating the national strategy,

implementing it effectively through the creation of a National

Center for Cyber Security and funding on R&D programs.
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https://www.difesa.it/Primo_Piano/Documents/2013/gennaio%202013/Direttiva%20Ministeriale_ENG.pdf
https://www.difesa.it/Primo_Piano/Documents/2013/gennaio%202013/Direttiva%20Ministeriale_ENG.pdf
https://www.difesa.it/Primo_Piano/Documents/2015/07_Luglio/White%20book.pdf
https://www.camera.it/leg18/494?categoria=234&idLegislatura=18
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2019/05/Italian-cybersecurity-action-plan2017.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2019/05/Italian-cybersecurity-action-plan2017.pdf
https://www.difesa.it/InformazioniDellaDifesa/periodico/Periodico_2017/Documents/Numero3/ID3_2017_ridotto.pdf
https://www.difesa.it/InformazioniDellaDifesa/periodico/Periodico_2017/Documents/Numero3/ID3_2017_ridotto.pdf


 

                                                                                                                                                    

 

 

 



 

                                                                                                                                                    

 



 

                                                                                                                                                    

 



 

                                                                                                                                                    

 

 



 

                                                                                                                                                    

 

 



 

                                                                                                                                                    

 

 

https://www.sicurezzanazionale.gov.it/sisr.nsf/wpcontent/uploads/2017/04/DPCM-17-02-2017.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wpcontent/uploads/2017/04/DPCM-17-02-2017.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2019/05/Italiancybersecurity-action-plan-2017.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2019/05/Italiancybersecurity-action-plan-2017.pdf


 

                                                                                                                                                    

 

 

https://www.gazzettaufficiale.it/eli/id/2019/11/20/19G00140/sg
https://www.gazzettaufficiale.it/eli/id/2019/11/20/19G00140/sg


 

                                                                                                                                                    

 



 

                                                                                                                                                    

 

 

https://www.gazzettaufficiale.it/eli/id/2019/09/21/19G00111/sg
https://www.gazzettaufficiale.it/eli/id/2019/09/21/19G00111/sg
https://www.gazzettaufficiale.it/eli/id/2019/11/20/19G00140/sg
https://www.gazzettaufficiale.it/eli/id/2019/11/20/19G00140/sg


 

                                                                                                                                                    

 

 

http://www.infoparlamento.it/Pdf/ShowPdf/7602


 

                                                                                                                                                    

 

• 

• 

 



 

                                                                                                                                                    

 

 

 



 

                                                                                                                                                    

 

 

 

 

 



 

                                                                                                                                                    

 

 



 

                                                                                                                                                    

 



 

                                                                                                                                                    

 

• 

• 

• 

• 



 

                                                                                                                                                    

 

• 

 



 

                                                                                                                                                    

 

https://www.gazzettaufficiale.it/eli/id/2019/11/20/19G00140/sg
https://www.gazzettaufficiale.it/eli/id/2019/11/20/19G00140/sg
https://www.gazzettaufficiale.it/eli/id/2012/03/15/012G0040/sg
https://www.gazzettaufficiale.it/eli/id/2012/03/15/012G0040/sg
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2019/05/Italian-cybersecurity-action-plan2017.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2019/05/Italian-cybersecurity-action-plan2017.pdf


 

                                                                                                                                                    

 

https://www.difesa.it/Primo_Piano/Documents/2013/gennaio%202013/Direttiva%20Ministeriale_ENG.pdf
https://www.difesa.it/Primo_Piano/Documents/2013/gennaio%202013/Direttiva%20Ministeriale_ENG.pdf
https://www.difesa.it/Primo_Piano/Documents/2015/07_Luglio/White%20book.pdf
https://www.mise.gov.it/images/stories/documenti/Programma%20supporto%20tecnologie%20emergenti%205G.pdf
https://www.mise.gov.it/images/stories/documenti/Programma%20supporto%20tecnologie%20emergenti%205G.pdf
https://www.nato.int/cps/en/natohq/official_texts_133169.htm
https://www.sicurezzanazionale.gov.it/sisr.nsf/wpcontent/uploads/2014/02/italian-national-cyber-security-plan.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wpcontent/uploads/2014/02/italian-national-cyber-security-plan.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/italian-national-strategicframework-for-cyberspace-security.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/italian-national-strategicframework-for-cyberspace-security.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2019/05/Italiancybersecurity-action-plan-2017.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2019/05/Italiancybersecurity-action-plan-2017.pdf


 

                                                                                                                                                    

 

https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/piano-nazionale-cyber.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/piano-nazionale-cyber.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/quadro-strategico-nazionale-cyber.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/quadro-strategico-nazionale-cyber.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2017/05/piano-nazionale-cyber-2017.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2017/05/piano-nazionale-cyber-2017.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2018/06/La-NIS-in-pillole.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2018/06/La-NIS-in-pillole.pdf
http://www.infoparlamento.it/Pdf/ShowPdf/7602
https://www.senato.it/documenti/repository/istituzione/costituzione_inglese.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2020/03/RELAZIONE-ANNUALE-2019-4.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2020/03/RELAZIONE-ANNUALE-2019-4.pdf
https://www.difesa.it/InformazioniDellaDifesa/periodico/Periodico_2017/Documents/Numero3/ID3_2017_ridotto.pdf
https://www.difesa.it/InformazioniDellaDifesa/periodico/Periodico_2017/Documents/Numero3/ID3_2017_ridotto.pdf
https://www.difesa.it/InformazioniDellaDifesa/periodico/Periodico_2017/Documents/Numero3/ID3_2017_ridotto.pdf


 

                                                                                                                                                    

 

 



 

                                                                                                                                                    

 



 

                                                                                                                                                    

 



 

                                                                                                                                                    

 



 

                                                                                                                                                    

 



 

                                                                                                                                                    

 



 

                                                                                                                                                    

 





Center for Cyber Security and International Relations Studies (CCSIRS)

Interdepartmental Center for Strategic, International and Entrepreneurial Studies (CSSII)
Department of Social and Political Sciences 

University of Florence

Via delle Pandette 32

50127

Firenze 

www.cssii.unifi.it 

cyber@cssii.unifi.it

Copyright 2020, CCSIRS-CSSII


