
 

February 2021 



 

http://www.cssii.unifi.it/
mailto:cyber@cssii.unifi.it


 

 

 

 

 

GEOSTRATEGIC VALUE OF 

SUBMARINE INTERNET CABLES 

 

ITALY AS A STRATEGIC KEY POINT 

 

 

Irene Spadaro 

Anna Pagnacco 

 

 

February 2021 



 



ABOUT THE

CENTER

The Center for Cyber Security and International

Relations Studies (CCSIRS) is part of the

Interdepartmental Center for Strategic, International

and Entrepreneurial Studies (CSSII) at the Department

of Political Sciences of the University of Florence.

Established in 2015, the CCSIRS aims at promoting and

deepening the knowledge on cyberspace dynamics

through a policy-oriented approach. More specifically,

activities are focused on analyzing the influence that

cyberspace exercises over both Italian national security

and the international system's stability, peace and

security.

The Center’s multidisciplinary approach succeeds in

integrating the traditional fields of Social Sciences

(politics, economics, law, strategic and military studies)

and Computer Science. The analyses are conducted by

Italian and international experts from various sectors

and countries. The Center shapes its international

activities by creating an ever-increasing solid network

of public and private partnerships, aiming at

guaranteeing excellent research.

The Center’s research focuses on comparative analysis

of best cases and best practices in the fields of cyber

strategy, governance and policy, critical infrastructures,

economic and financial cybercrimes, privacy protection

legislations and cyber intelligence structures.

Complementarily, it carries out studies on the different

approaches adopted internationally by both private

and public actors.





 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 



 

 

• 

• 

• 

• 

• 



 

• 

 

 



 

 

https://www2.telegeography.com/submarinecable-faqs-frequently-asked-questions
https://www2.telegeography.com/submarinecable-faqs-frequently-asked-questions
https://www.thetimes.co.uk/article/economy-vulnerable-to-russian-attack-on-undersea-cable-linksrqqf0fxj8


 

 



 

 

https://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
https://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
https://www.nytimes.com/2006/12/27/world/asia/27iht-quake.4032404.html


 

 



 

 

https://edition.cnn.com/2019/07/25/asia/internet-undersea-cables-intl-hnk/index.html


 

 

https://archive.org/stream/departmentofstat4059unit#page/556/mode/2up


 

 

 

 

 



 

 



 

 

 



 

 

https://guardian.ng/news/confusion-as-submarine-cable-cuts-slows-internet/
https://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
https://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa


 

 

https://www.submarinecablemap.com/


 

 

https://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
https://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
https://assets.kpmg/content/dam/kpmg/pdf/2016/03/foresight-aglobal-infrastructure-perspective.pdf#:~:text=%20%20%20Title%20%20%20Foresight%20,%20%20Created%20Date%20%20%2020160309092658Z%20
https://assets.kpmg/content/dam/kpmg/pdf/2016/03/foresight-aglobal-infrastructure-perspective.pdf#:~:text=%20%20%20Title%20%20%20Foresight%20,%20%20Created%20Date%20%20%2020160309092658Z%20
https://assets.kpmg/content/dam/kpmg/pdf/2016/03/foresight-aglobal-infrastructure-perspective.pdf#:~:text=%20%20%20Title%20%20%20Foresight%20,%20%20Created%20Date%20%20%2020160309092658Z%20


 

一带一路 ī ī

 

https://uk.reuters.com/article/uk-huawei-tech-usa-cable-idUKKCN1T40C5
https://www.submarinenetworks.com/stations/asia/china
https://www.wsj.com/articles/trans-pacific-tensionsthreaten-u-s-data-link-to-china-11566991801
https://www.wsj.com/articles/trans-pacific-tensionsthreaten-u-s-data-link-to-china-11566991801
https://www.bbc.co.uk/news/world-asia-53088302
https://www.bbc.co.uk/news/world-asia-53088302


 

 

https://www.ft.com/content/96513f58-d959-11e7-a039-c64b1c09b482


 

ГУГИ

 
« »

https://www.ief.org/_resources/files/events/6th-asian-ministerial-energy-roundtable/session2--speech-by-deputy-minsiter-of-russia.pdf
https://www.ief.org/_resources/files/events/6th-asian-ministerial-energy-roundtable/session2--speech-by-deputy-minsiter-of-russia.pdf
https://www.nytimes.com/2015/10/26/world/europe/russian-presencenear-undersea-cables-concerns-us.html
https://www.nytimes.com/2015/10/26/world/europe/russian-presencenear-undersea-cables-concerns-us.html
https://lynceans.org/all-posts/you-need-to-know-about-russias-main-directorate-of-deep-sea-research-gugi/


 

 

 

https://www.euractiv.com/section/defence-and-security/news/nato-seeks-ways-of-protecting-undersea-cables-from-russian-attacks/
https://www.euractiv.com/section/defence-and-security/news/nato-seeks-ways-of-protecting-undersea-cables-from-russian-attacks/


 

 

https://dev.networkatlas.org/
http://scholarship.law.edu/jlt/vol24/iss1/4/
https://www.unclosdebate.org/citations/source/Catholic%20University%20Journal%20of%20Law%20and%20Technology
https://www.unclosdebate.org/citations/source/Catholic%20University%20Journal%20of%20Law%20and%20Technology
https://www.theguardian.com/technology/2013/mar/28/egypt-undersea-cable-arrests
https://www.theguardian.com/technology/2013/mar/28/egypt-undersea-cable-arrests


 

 

https://edition.cnn.com/2008/WORLD/meast/02/01/internet.outage/
https://www.wired.com/2008/12/mediterranean-c/


 



 



 



 

 

https://www.italtel.com/open-hub-internet/


 

 

https://www.bbc.com/news/world-us-canada-24717495
https://www.bbc.com/news/world-us-canada-24717495
https://www.ilsole24ore.com/art/telecom-sparkle-che-cosa-nasconde-rete-cavi-che-fece-gola-ad-att-AE0QPV8B
https://www.ilsole24ore.com/art/telecom-sparkle-che-cosa-nasconde-rete-cavi-che-fece-gola-ad-att-AE0QPV8B
https://www.submarinecablemap.com/
https://www.wsj.com/articles/google-plans-fiber-optic-network-to-connect-via-saudi-arabia-and-israel-for-first-time-11606143590
https://www.wsj.com/articles/google-plans-fiber-optic-network-to-connect-via-saudi-arabia-and-israel-for-first-time-11606143590
https://www.wsj.com/articles/google-plans-fiber-optic-network-to-connect-via-saudi-arabia-and-israel-for-first-time-11606143590


 

 

 

https://www.euractiv.com/section/defence-and-security/news/nato-seeks-ways-of-protecting-undersea-cables-from-russian-attacks/
https://www.euractiv.com/section/defence-and-security/news/nato-seeks-ways-of-protecting-undersea-cables-from-russian-attacks/
https://www.euractiv.com/section/defence-and-security/news/nato-seeks-ways-of-protecting-undersea-cables-from-russian-attacks/
https://www.nato.int/cps/en/natohq/opinions_178946.htm


 



 

● 

 



 

● 

● 

● 



 

● 

● 

● 

 



 

● 

● 

● 

● 



 

 



 

https://guardian.ng/news/confusion-as-submarine-cable-cuts-slows-internet/
https://www.theguardian.com/technology/2013/mar/28/egypt-undersea-cable-arrests
https://www.theguardian.com/technology/2013/mar/28/egypt-undersea-cable-arrests
https://www.theguardian.com/technology/2013/mar/28/egypt-undersea-cable-arrests
http://cimsec.org/underseacables-challenges-protecting-seabed-lines-communication/35889
http://cimsec.org/underseacables-challenges-protecting-seabed-lines-communication/35889
https://www.bbc.com/news/world-us-canada-24717495
https://www.bbc.com/news/world-us-canada-24717495
https://www.euractiv.com/section/defence-and-security/news/nato-seeks-ways-of-protecting-undersea-cables-from-russian-attacks/
https://www.euractiv.com/section/defence-and-security/news/nato-seeks-ways-of-protecting-undersea-cables-from-russian-attacks/


 

https://edition.cnn.com/2008/WORLD/meast/02/01/internet.outage/
https://assets.kpmg/content/dam/kpmg/pdf/2016/03/foresight-aglobal-infrastructure-perspective.pdf#:~:text=%20%20%20Title%20%20%20Foresight%20,%20%20Created%20Date%20%20%2020160309092658Z%20
https://assets.kpmg/content/dam/kpmg/pdf/2016/03/foresight-aglobal-infrastructure-perspective.pdf#:~:text=%20%20%20Title%20%20%20Foresight%20,%20%20Created%20Date%20%20%2020160309092658Z%20
https://assets.kpmg/content/dam/kpmg/pdf/2016/03/foresight-aglobal-infrastructure-perspective.pdf#:~:text=%20%20%20Title%20%20%20Foresight%20,%20%20Created%20Date%20%20%2020160309092658Z%20
https://www.fcc.gov/reports-research/reports/international-circuit-capacity-reports/international-circuit-capacity
https://www.fcc.gov/reports-research/reports/international-circuit-capacity-reports/international-circuit-capacity
https://edition.cnn.com/2019/07/25/asia/internet-undersea-cables-intl-hnk/index.html
https://edition.cnn.com/2019/07/25/asia/internet-undersea-cables-intl-hnk/index.html


 

https://www.thetimes.co.uk/article/economy-vulnerable-to-russian-attack-on-undersea-cable-linksrqqf0fxj8
https://www.thetimes.co.uk/article/economy-vulnerable-to-russian-attack-on-undersea-cable-linksrqqf0fxj8
https://uk.reuters.com/article/uk-huawei-tech-usa-cable-idUKKCN1T40C5
https://www.wsj.com/articles/google-plans-fiber-optic-network-to-connect-via-saudi-arabia-and-israel-for-first-time-11606143590
https://www.wsj.com/articles/google-plans-fiber-optic-network-to-connect-via-saudi-arabia-and-israel-for-first-time-11606143590
https://www.wsj.com/articles/google-plans-fiber-optic-network-to-connect-via-saudi-arabia-and-israel-for-first-time-11606143590
https://www.wsj.com/articles/google-plans-fiber-optic-network-to-connect-via-saudi-arabia-and-israel-for-first-time-11606143590
https://www.lawfareblog.com/submarine-cables-law-naval-warfare
https://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa


 

« »

https://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
https://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
https://www.huffingtonpost.com/daniel-nisman/who-cut-egypts-internet_b_2974208.html?guccounter=1
https://www.huffingtonpost.com/daniel-nisman/who-cut-egypts-internet_b_2974208.html?guccounter=1
https://www.bbc.com/news/39655415#:~:text=On%2026%20April%202007%20Tallinn,in%20some%20cases%20lasted%20weeks.&text=%22Cyber%20aggression%20is%20very%20different,kinetic%20warfare%2C%22%20she%20explained
https://www.bbc.com/news/39655415#:~:text=On%2026%20April%202007%20Tallinn,in%20some%20cases%20lasted%20weeks.&text=%22Cyber%20aggression%20is%20very%20different,kinetic%20warfare%2C%22%20she%20explained
https://www.bbc.com/news/39655415#:~:text=On%2026%20April%202007%20Tallinn,in%20some%20cases%20lasted%20weeks.&text=%22Cyber%20aggression%20is%20very%20different,kinetic%20warfare%2C%22%20she%20explained
https://www.ief.org/_resources/files/events/6th-asian-ministerial-energy-roundtable/session2--speech-by-deputy-minsiter-of-russia.pdf
https://www.ief.org/_resources/files/events/6th-asian-ministerial-energy-roundtable/session2--speech-by-deputy-minsiter-of-russia.pdf
https://www.washingtonpost.com/world/national-security/russian-military-was-behind-notpetya-cyberattack-in-ukraine-cia-concludes/2018/01/12/048d8506-f7ca-11e7-b34a-b85626af34ef_story.html
https://www.washingtonpost.com/world/national-security/russian-military-was-behind-notpetya-cyberattack-in-ukraine-cia-concludes/2018/01/12/048d8506-f7ca-11e7-b34a-b85626af34ef_story.html
https://www.washingtonpost.com/world/national-security/russian-military-was-behind-notpetya-cyberattack-in-ukraine-cia-concludes/2018/01/12/048d8506-f7ca-11e7-b34a-b85626af34ef_story.html
http://www.fao.org/documents/card/en/c/859f9c24-74ed-485d-a652-d01adea40997/#:~:text=BRICS%20countries%20(Brazil%2C%20Russian%20Federation,percent%20of%20the%20world%27s%20population
http://www.fao.org/documents/card/en/c/859f9c24-74ed-485d-a652-d01adea40997/#:~:text=BRICS%20countries%20(Brazil%2C%20Russian%20Federation,percent%20of%20the%20world%27s%20population
http://www.fao.org/documents/card/en/c/859f9c24-74ed-485d-a652-d01adea40997/#:~:text=BRICS%20countries%20(Brazil%2C%20Russian%20Federation,percent%20of%20the%20world%27s%20population


 

https://www.wsj.com/articles/trans-pacific-tensionsthreaten-u-s-data-link-to-china-11566991801
https://www.ilsole24ore.com/art/telecom-sparkle-che-cosa-nasconde-rete-cavi-che-fece-gola-ad-att-AE0QPV8B
https://www.ilsole24ore.com/art/telecom-sparkle-che-cosa-nasconde-rete-cavi-che-fece-gola-ad-att-AE0QPV8B
https://www.ilsole24ore.com/art/telecom-sparkle-che-cosa-nasconde-rete-cavi-che-fece-gola-ad-att-AE0QPV8B
https://www.reuters.com/article/us-cyber-attack-ukraine-idUSKBN19M39P
https://www.nytimes.com/2015/10/26/world/europe/russian-presencenear-undersea-cables-concerns-us.html
https://www.nytimes.com/2015/10/26/world/europe/russian-presencenear-undersea-cables-concerns-us.html
https://www.cnbc.com/2019/11/01/russia-controversial-sovereign-internet-law-goes-into-force.html
https://www.cnbc.com/2019/11/01/russia-controversial-sovereign-internet-law-goes-into-force.html
https://www.ft.com/content/96513f58-d959-11e7-a039-c64b1c09b482


 

https://www.nytimes.com/2006/12/27/world/asia/27iht-quake.4032404.html
https://www.pewresearch.org/global/2020/09/15/us-image-plummets-internationally-as-most-say-country-has-handled-coronavirus-badly/
https://www.pewresearch.org/global/2020/09/15/us-image-plummets-internationally-as-most-say-country-has-handled-coronavirus-badly/
https://www.un.org/depts/los/convention_agreements/texts/unclos/unclos_e.pdf
https://www.bbc.co.uk/news/world-asia-53088302
https://www.wired.com/2008/12/mediterranean-c/


 

 



 

http://www.cssii.unifi.it/
mailto:cyber@cssii.unifi.it

