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ABOUT THE
CENTER

The Center for Cyber Security and International Relations
Studies (CCSIRS) is part of the Interdepartmental Center
for Strategic, International and Entrepreneurial Studies
(CSSIl) at the Department of Political Sciences of the
University of Florence. Established in 2015, the CCSIRS aims
at promoting and deepening the knowledge on cyberspace
dynamics through a policy-oriented approach. More
specifically, activities are focused on analyzing the
influence that cyberspace exercises over both Italian
national security and the international system's stability,
peace and security.

The Center's multidisciplinary approach succeeds in
integrating the traditional fields of Social Sciences (politics,
economics, law, strategic and military studies) and
Computer Science. The analyses are conducted by Italian
and international experts from various sectors and
countries. The Center shapes its international activities by
creating an ever-increasing solid network of public and
private partnerships, aiming at guaranteeing excellent
research.

The Center’s research focuses on comparative analysis of
best cases and best practices in the fields of cyber strategy,
governance and policy, critical infrastructures, economic
and financial cybercrimes, privacy protection legislations
and cyber intelligence structures. Complementarily, it
carries out studies on the different approaches adopted
internationally by both private and public actors.
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1. INTRODUCTION AND RESEARCH QUESTION

According to the Science & Technology Trends 2020-2040 Report, quantum technologies lie
among the most relevant emerging threats over the next ten years. The Report also outlines the
differences between disruptive and convergent technologies, affirming that the former includes “those
technologies or scientific discoveries that are expected to have a major, or perhaps revolutionary,
effect on NATO defence, security or enterprise functions in the period 2020-2040"; whereas the latter
are based on “a combination of technologies that are combined in a novel manner to create a disruptive
effect! In line with what above, quantum technologies can be considered both disruptive and
convergent technologies, since they are expected to greatly increase in importance due to their
potential and to their interrelation to other major strategic disruptors, such as Artificial Intelligence (Al)

and security of infrastructures.

A common misconception is to include quantum technology as a branch of cyber security.
Nevertheless, Quantum Technologies are the product of a complex mix of disciplines and subjects,
spacing from physics to applied sciences. This aspect also reflects in the normative framework, which
usually - and mistakenly- includes quantum technologies as a collateral aspect of cyber security.
However, it must be acknowledged that current norms and regulations applied to the cyberspace do
not fully overarch quantum technologies in their application scope. Thus, it is crucial to forecast the
trends concerning quantum technologies both as a potential driver for new security threats, but also as

a brand-new domain to be regulated.

Quantum technologies allow research to apply new interpretation lenses on the real world,
applying quantum theories and processes to areas such as communication, cryptography, modelling
and computation. Indeed, quantum mechanics is enhancing a worldwide innovation process through
information sharing from academic labs to the industrial sectors. Among the multiple application fields,
some of the potential advantages of implementing quantum technologies in our every-day lives relates
to reliable navigation systems, secure communication, healthcare imaging and high-speed and

powerful computing systems.?

At present, some of the applications of quantum technologies well go beyond the technical

expertise, catching the interest of governments and the Big Tech companies. All around the world, major

' For further information: https://qt.eu/discover-quantum/quantum-technologies-in-a-nutshell /.

2 For further information: https://www.nist.gov/topics/physics/introduction-new-quantum-revolution.
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states begin to launch programmes based on the potentiality of quantum technologies, starting a so-
called “quantum race”. Among others, China,® the United States of America and Japan. At the basis of
the “quantum race” lie also commercial interests, drivers of the quantum computing development, while
defence and security interests are drivers of advancement in quantum sensing and communication.
Nevertheless, the European Union,* acknowledging the transboundary nature of this emergent
technology, decided to consolidate the European Quantum Flagship, by gathering eight European
university research groups, companies and institutes, in order to build a blueprint for a future quantum

Internet (Laurat, 2020).

As represented in Table 1, by comparing the eight major emergent and disruptive technologies
expected to advance over the next 20-40 years, Quantum Technologies are classified as having a high
impact on Communications and on Precision Navigation, as well as a revolutionary impact on
Information Sciences. Moreover, it can be observed that there is a synergy related to Sensors among
Data, Quantum and Space Technologies, allowing for further advancements across the three domains

in the coming years.

Emergent and

Disruptive Technology Focus Areas Horizon

Technologies

Advanced analytics Revolutionary 2025
Communications High 2030
Data
Advanced Decision Making Revolutionary 2025
Sensors High 2030
Advanced Algorithms Revolutionary 2030
Artificial

Applied Al Revolutionary 2030

Intelligence
Human-Machine Symbiosis High 2035
Autonomy Autonomous Systems Revolutionary 2025

® China recently launched a satellite and installed a Quantum Key Distribution (QKD) link between Shanghai and
Beijing.

4 For further information, please consult the European QT flagship initiative.
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Human-Machine teaming Revolutionary 2030
Autonomous Behaviour High 2030
Countermeasures High 2025
Communication High 2030
Quantum Information Science Revolutionary 2035
Technologies Precision Navigation High 2025
Sensors Moderate 2040
Platforms Moderate 2025
Space Technologies Operations Moderate 2030
Sensors High 2035
Platforms and Propulsion High 2025

Hypersonics
Countermeasures High 2030
Bioinformatics Moderate 2025
Biotechnology & Human Augmentation High 2030
Human Medical Countermeasures High 2030

enhancement
Synthetic Biology High 2025
Novel Materials High 2040

Novel materials and
Additive Manufacturing Moderate 2025
Manufacturing

Energy Storage Moderate 2030

Table 1. Overview of the eight major Emergent-Disruptive Technologies and their impact levels.

Source: D.F. Reding and J. Eaton. “NATO Science & Technology Organization Science & Technology

Trends 2020-2040", NATO, Belgium. March 2020.
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Nevertheless, the real nature and scope of quantum remains quite uncovered by the literature.
The complexity of the topic, based on quantum mechanics (the physics of subatomic particles), makes
its understanding quite tough. This policy paper aims to uncover some of the core aspects of quantum
technologies, that still lie in the shadow and that should be put in the spotlight to understand the
potential of such emergent technology. The research question driving the analysis consists of what are
the political and security implications and potential application fields of quantum technologies over

the next decades.

Moreover, the final goal of this paper is to suggest a set of recommendations in order to prepare
the road for quantum technologies inclusion and application. Therefore, the paper is written according
to three purposes, and each of them is reflected in one of the three sections below. In particular, the
second section, named “Definitions and Global Framework” provides an overview of the definition
applied to quantum technology and its scope, explaining their nature and the main features involved in
the Quantum Technology processes. Thus, the third section, “Fields of implementation and the future of
quantum technologies between fiction and reality”, introduces the main application domains and
securitarian implication of quantum technologies, with a special focus on the defence and security
aspects. Section 4, “Strategies and Doctrines”, aims to present current practices and strategies across
the world, especially by outlining major actors in the field as well as their primary objectives and

applications fields related to the quantum domain.

Finally, the last section provides a summary of the elements emerged in the previous parts,
suggesting a set of recommendations on the basis of the analysis and practices observed, as well as

pointing out future research subjects’ perspectives.
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2.DEFINITIONS AND GLOBAL FRAMEWORK

But what are quantum technologies? And how are they impacting our everyday lives? Even if the
processes underlying quantum technologies are not straightforward, their advantages are already
showing their success in some of our current technological devices.® Since the last century, thanks to
the developments in quantum mechanics, scientists began to study the behaviour of matter at the

atomic scale, facilitating the start of this new study domain.

Above all, two main advantages drive the potential to new quantum application: the principle
of quantum entanglement and quantum superposition. In order to understand why they constitute a

benefit, a brief explanation is provided about what they relate to in the following lines.

Quantum Entanglement

Entanglement might be one of the two most complex concepts of quantum technologies, and it should
be intended as the property of two particles to be intertwined even if they are separated by great
distances one from another. Also defined as “a sort of quantum marriage between qubits”, such
commodity allows to know qubit® values of one particle, by measuring the value for its intertwined
particle. Indeed, entanglement allows a system to perform exponentially more computation

simultaneously.’

Quantum Superposition

University of Oregon physicist Dave Wineland, Nobel Prize in physics for his experimental work in

quantum mechanics at NIST in 2012, provided an explanation about quantum superposition consists of:

uantum enomena dre applied in procedures such as transistor nuclear energy, medical imaging,
® Quantum ph pplied p d h t t | ay dical ging
photoelectric detectors, lasers etc.

S n classical computing, the information is encoded in bits, having a value of 0 or 1. A qubit (i.e., quantum bit) is
the quantum analogue of a classical bit.

7t is worth noting that one of the major issues of entanglement is that, the more qubits there are, the faster they
will tend to decohere, thus losing the properties of entanglement. This explains the absence of a quantum
computer that could perform exponential computation at the same time, since decoherence causes the system
to crash at early stages of entangled calculations. NIST, “The strange world quantum physics”. Available at:
https://www.nist.gov/topics/physics/introduction-new-quantum-revolution/strange-world-quantum-
physicshttps://www.nist.gov/topics/physics/introduction-new-quantum-revolution/strange-world-quantum-
physics.
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“what you can think of as a good analogy is a marble that can roll back and forth in a bowl [...] In our
atomic ion experiments, we can make an atomic marble. We can make it roll back and forth just as a
marble would in a real bowl. And at some instance of time then, the atom will be on the right side of
the bowl and a little bit later on the left side of the bowl.”® Nevertheless, superposition like entanglement

is very fragile, and the former can be altered by stray noise, causing measuring errors.
y Trag Y Y 9 9

Entanglement and superposition allow for a completely new area of study, with almost an
infinite combination outcomes possibility. Over time, it has been recognized that the first quantum
revolution concerned innovation such as computer chips, lasers, magnetic resonance imaging etc. This
revolution provided the basis to create advanced tools, which now allow to open the road to almost
unlimited technological opportunities, overarched under the category of the “second generation
quantum technologies”. At present, their application is still under investigation, but many believe it to

be the leading innovation to a fourth industrial age.

According to many experts on the subject, even though quantum technologies are still at the
early stages of their development, they will soon be able to increase C4ISR (Command, Control,
Communications, Computers, Intelligence, Surveillance and Reconnaissance) data collection, due to
an increased sensor capability, secure communications and computing, nevertheless it will help improve
faster predictive analysis when related to modelling and simulation, as well as the identification of
biological organisms, novel material, and chemical properties.’ In particular, quantum technologies will
bring to the table a set of advantages and advancements as outlined in the next few lines, as well as

represented in Image 1.

First of all, superposition and entanglement will provide major advancement related to quantum
computers, allowing for enormous computing powers in problem solving tasks. Among others, quantum
computers will enable simultaneous high-speed processing of large amounts of data and equations.
This could help increase decision-making processes as well as operational issues, by providing effective
ad hoc solutions to complex problems. More broadly, applying this aspect to other emerging
technologies, such as Al systems, could further medical and diagnosis studies for instance. Global IT
companies, such as Intel, IBM and Google, are taking advantage of this innovation, trying to overcome

classical computation in a 20-years-deadline program. Quantum computers could be able to run

8 NIST, “The strange world quantum physics”. Available at: https://www.nist.gov/topics/physics/introduction-
new-quantum-revolution/strange-world-quantum-physics

? Quantum Flagship.”Big Data boosting Al”. Available at:  https://qt.eu/discover-quantum/applications-of-
gt/big-data-boosting-ai/
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algorithms, reaching approximate solutions through optimization, and this “is exactly the type of

problem that quantum computers are well-suited for.""

The second tool potentially enabled by quantum technologies would be quantum simulators. By
reproducing behaviour of materials at low temperatures, quantum simulators are designed to identify
and create new chemicals and materials, applicable to an almost infinite set of sciences (e.g.,

medicine, agriculture, energy supply, etc.).

Thirdly, quantum technologies will push further data and communications protection, through
the development of a quantum internet. Indeed, current communication systems are based on
encryption, easily overcome by quantum computers. Thus, it is needed a quantum-safe cryptography,
such as the key primitive commercially available today. Quantum communication applies to secure
communication and long-term storage, cloud computing, thanks to the quantum key distribution (QKD)
and the quantum random number generators systems, helping to produce secret keys. Nevertheless, it
must be stressed out that there is a lack of common recognised certification and standards regulating
quantum communication devices and systems. Indeed, it is not clear to what extent current cyber
security norms would be applicable to quantum communication innovations, thus calling for an urgent

recognition of this issue from the international arena (Acin, 2018).

Lastly, quantum would provide major advancement in sensors and measurements. In fact,
through the creation of quantum sensing and metrology, it will be possible to exploit most accurate
measurements, high resolution imaging devices (e.g., ultra-sensitive gravimetric, accurate clocks,

magnetic and acoustic sensors).

Some experts have divided the evolution of quantum computing in three distinct phases or
generations (The Hague Security Delta, 2019). A first generation of the development of quantum
computers will include the non-commercial application of quantum computers with medium-low
complexity (Grumbling and Horowitz, 2018; The Hague Security Delta, 2019). This phase would be
characterized by significant advancement costs which are mainly devoted to proof of concept (The

Hague Security Delta, 2019).

Second generation of quantum computers, then, would be geared towards early commercial

applications, with research directed at improving the scalability of quantum solutions’ complexity

" NIST, “Quantum Supremacy”, 2018. Available at: https://www.nist.gov/topics/physics/introduction-new-
quantum-revolution/quantum-supremacy
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(Grumbling and Horowitz, 2018; The Hague Security Delta, 2019). Finally, the third generation of

quantum computers will achieve the development of universal quantum computers, meeting quantum

supremacy in a wide variety of (non)commercial applications: the research will be largely focus on the

implementation of quantum applications surpassing classical computing (Grumbling and Horowitz,

2018; The Hague Security Delta, 2019).

The greater accessibility of quantum computers will allow the rapid development of new

applications and show this entire disruptive impact on all the fields of security in a comprehensive

roadmap as reported in the table below.

SENSORS GLOBAL COMMS

SIMULATOR

INTERNET

UNIVERSAL COMPUTER

£. Simulators

1. Communications

0-5Years 0 -5 Years
A Core lechnology of guantum AC Simulation of mobion of
repealers electrons in materials
B Secure point-to-point quanbum B: Mew algorithms for quantum
simulators and
§-10 Years §-10 Years
. Quantum natworks between C. Development and design of
nnw compibe: materials
D. Quanbum credd cards D. Versatile simulalod of guanium
=10 Years magnetizm and alechicity
E. Quantum repaaters v > 10 Years
and E._ Simulators of quanbum
gelecton oynamics and chemical
F. Secure Warkd-wite inlemet reaction mechanisms fo
merging quantum and classical Suppon drug design

Figure 1. Prospect of main Quantum technological drivers over next years.

0 -5 Years
A Quanbum sensods for niche
ammqmwmm
care, peosursey and security)

B Mone precise alomic chocks for
synchionization of hiure smarl

nehworks, inC. enengy grid.
510 Years
C. Quanism nedsoris sensofs
fof larger volume applications
ncluding aulomotive and
conginction
[ Handhald quanturm navigation
deioes
> 10 Years
E. Gravily imaging devices
based on Qravity sensors

F. Integrate quantum sensors
with consumer applications
! -

]

0 -5 Years
A Operation of & bogical qubit
protected by eror comaction or
lopologically
B: New algonthms for quanium
compuiers
G Small quanbum processor
execuling
relevant akgorithims
5-10 Years
D. Sokving chemistry and
malarials soence
with special purpose quantum
compitr > 100 physical qubit
=10 Years
E. Inbégration of quantum circuit
and cryogenic classical control

Source: (Reding and Eaton, 2020, p. 70)
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3.FIELDS OF IMPLEMENTATION AND THE FUTURE OF
QUANTUM TECHNOLOGIES BETWEEN FICTION AND
REALITY

The debate on quantum computing and the technological developments related to it in the defense
and security studies have found fertile ground in the path of the apocalyptic prospects of technological
progress and, in a complementary way, the possibility of gaining a strategic competitive advantage
thanks to it. In both cases, the awareness of the revolutionary perspectives of this type of technology
involved various areas, not limited, therefore, to security, and tools including computing,
communications, and sensors. On the practical side, trying to get out of the efforts to understand the
technology, this section will try to explore through some empirical evidence the potential developments

in this sector, selected with particular reference to the impact on international security and stability.

The tremendous potential of this development meets with two types of preliminary
considerations vis-a-vis approaches. The first collides with the ability to think of technology as a
collective perception and expectations about an imaginary future. In this sense, literature tends to
hyperbolically merge different perspectives from various fields of knowledge, including political
science, security studies, engineering, and computer science. The second, on the other hand, focuses
on the speculations about the dynamics of quantum theory as a new model or paradigm in the social
sciences and, in particular, for “quantizing international relations” in applying the fundamental notions
of quantum theory to the discipline (Wendt, 2015; Smith Ill, 2020; Der Derian and Wendt, 2020). This
debate has recently been taken up and deepened and it can be seen as an attempt to horizontalize

the consequences for the various academic disciplines of this new scientific paradigm (Grove, 2020).

This section will not focus on the implications of this new changing paradigm which have yet to
be fully explored and whose material and real consequences could also affect technological
development. In this vein, this part of the paper is principally dedicated to dive into security perspectives

of the quantum world.

In this analytical framework, this section aims to empirically investigate the developments
between factual reality and quantum imagination of it related to international security. Along with this
theoretical pathway, quantum technology will be considered not as a single monolith but in its nuances

within the different applications. This attempt aims to overcome the possibility of limiting technology to
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a naive discourse on the technological supremacy of the major global players, on the one hand, and to

better understand, on the other, the potential impacts of quantum.

As described in the previous section, the applications of this type of technology are usually
identified with some technologies, i.e., quantum computing, quantum sensors, quantum
communications, quantum sensing, quantum imaging and quantum hologram (Inglesant, Jirotka, and

Hartswood, 2018, p. 6)."

These new developments have all highlighted the potential of applying some properties of
quantum mechanics (e.g., entanglement) to achieve new capabilities with a disruptive effect in the
international arena (and its understanding). In this sense, the literature has highlighted the revolutionary
contribution of technology and, at the same time, the level of uncertainty about the final result from
their gradual concrete implementation. To complete this comprehensive conceptualization, it is also
worth noting the development in quantum biology, i.e., the possibility of replicating some quantum
properties into the practice of living beings in their behaviors still incomprehensible to modern science.”
This section is composed of three main parts. The first and the second paragraphs are characterized
by a general-specific order. In light of this, on the one hand, the first part analyzes the applicability of
quantum technologies in defense and security as reference sectors of the quantum developments, and,
on the other, the second part focuses on cyber security as a specific field of application. Finally, the
last part emphasizes the element of strength and weakness within the proposed roadmap for the
implementation of quantum technologies following the preliminary caveat about expectation of the

imagined future.

Overview of quantum technologies in defence and security

According to numerous reports, the areas of defence and security could be the first to adopt these
technologies with particular reference to quantum-enabled clocks, quantum navigators, quantum
gravity sensors and quantum imaging (Inglesant, Jirotka, and Hartswood, 2018). The applications are
affected, however, by the fact that the subject treated as seen is still an in fieri subject or are in the
initial stages of development or concept. Some of these developments, then, are not available as

products (i.e., quantum gravity sensors, quantum navigation, and quantum imaging) also due to the

" See also: Defienne, H. (2021). Quantum leap: how we discovered a new way to create a hologram. The
Conversation, 17 February. Retrieved from https://theconversation.com/quantum-leap-how-we-discovered-a-
new-way-to-create-a-hologram-155056.

2 Marais A., et al. (2018). The future of quantum biology. Journal of the Royal Society, 14 November. Retrieved
from https://royalsocietypublishing.org/doi/10.1098/rsif.2018.0640.
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limitations in distance coverage and usability (Inglesant, Jirotka, and Hartswood, 2018, p. 12). Although
technological development may still take some time (see also the figure at the end of this section), the
principles underlying these technological developments are progressing exponentially and some forms
of quantum computing and quantum simulation are already available in embryonic form.® These

technologies and their practical implications are briefly analysed below.

The quantum meter allows the detection of local gravitational fields and, therefore, the
inspection with a greater degree of accuracy and sensitivity, for example in the case of the presence
of nuclear submarines (Lanzagorta, Uhimann, and Venegas-Andraca, 2015). This type of development
is part of the continuous race between stealth capabilities and the ability to detect enemies and target
on the battlefield. However, sensing capabilities must overcome, as emerged in various studies and
reports (Reding and Eaton, 2020), various technical obstacles on the practical possibilities such as the

difficulties of the specific operational theatre.

A further field of application concerns navigation systems since quantum technologies could
bring greater precision of acceleration and rotation measurements compared to current gyroscopes
and being complementary or alternative to satellite navigation systems (Feng, 2019). In operational
terms, the change could have concrete consequences in situations of interference with the current
localization systems or fill the existing gaps in situations where, usually, the localization service is not
available, a fortioriif considered the reliance on navigation signals of modern weapon systems (Thomas,
2010). Moreover, concerning the quantum imaging developments, this type of technology is based on
the possibility of using the quantum nature of light to enhance an image and thus record any alterations
of light on a quantum scale (Basset et al., 2019). The application allows to see objects and movements

outside the line of sight or in conditions of friction such as the presence of fog, smoke, or dust (Altmann

et al., 2018).

The following image, taken from the NATO (Reding and Eaton, 2020) study on technological
developments 2020-2040, contains the main applications in all operational domains of quantum
technologies. As emerged from the image, quantum technologies can play a role of capacity multiplier
due to the synergies and interdependencies in different domains and according to the various fields of

application.

B Microsoft (2021). Quantum Simulators, 2 January. Retrieved from https://docs.microsoft.com/en-

us/azure/quantum/user-guide /machines/.
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Figure 2. Quantum capabilities.

Source: (Reding and Eaton, 2020, p. 71)

Quantum technologies could increase the security capabilities of communications, which can
guarantee “unbreakable” secure communications, i.e., QKD." Some practical applications of this type
of technology have already been explored, for instance, in the satellite transmission conducted by China
in August 2018." The other side of the coin of this development therefore concerns the ability of
protocols responding to the continuing competition between attack and defense in cryptography to
ensure combination quantum keys. In this sense, NIST (2020) started a process to evaluate through

processes and standards whether a certain key is resistant o a quantum encryption algorithm or not."

Quantum goes cyber: cyber security and the encryption landscape

As emerged above, the impacts of quantum technology in the sphere of cyber security lie on encryption,

or rather the possibility of tfransforming information from a plain text into a ciphertext that can only be

1 IBM. Quantum Cryptography. s.d.. Retrieved from
https://researcher.watson.ibm.com/researcher/view_page.php?id=7242. For further details see also the video
available on YouTube by the Simons Institute (2020) at https://www.youtube.com/watch?v=kNegLgWjVOA
(March 9, 2021).

* Broad, W.J. (2020). China Reports Progress in Ultra-Secure Satellite Transmission. The New York Times, 15 June.
Retrieved from https://www.nytimes.com/2020/06/15/science /quantum-satellites-china-spying.html.

¥ See also the debate on post-quantum cryptography. Moody, D. (2020). The Future Is Now: Spreading the Word
About Post-Quantum Cryptography. NIST, 2 December. Retrieved from https://csrc.nist.gov/Projects/post-
quantum-cryptography/presentations.
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“understood” by the recipient (Vermeer and Peet, 2020). Quantum algorithms can solve complex
cryptographic issues currently used to protect data and systems. For instance, Shor’s algorithms could
break public key cryptography, providing faster methods to factor large integers. Common public-key
cryptosystems (e.g., RSA, Rivest-Shamir-Adleman) integers solved classically are 768 bits and to break
the encryption a quantum computer needs 2,400 qubits and 153 million operations with less than
0.000000006 errors per operation (Foley et al., 2021). This is still valid for RSA 2048 cryptography with
a likelihood to compromise it in about eight hours with 6,200 qubits and 2.7 billion operations with less
than 0.0000000003 error rate (Mosca and Piani, 2021). The coming quantum machine poses significant
security challenges also for different encryption scheme such as Elliptic Curve Cryptography (ECC)
(Foley et al., 2021). In general, current cryptographic methods of modern telecommunications are
based, according to the Kerckhoffs principle, on the use of mathematical algorithms and secret keys
and thus concern two broad categories that can be framed in systems of symmetric keys and

asymmetric keys (Lewis and Travagnin, 2018, p. 6).

The distribution of quantum keys relies on a fundamental principle of quantum physics according
to which under certain conditions it is impossible to obtain information on quantum states transmitted
from a sender to a recipient without, therefore, altering the states themselves (Vermeer and Peet, 2020,
p. 12). It is thus possible to establish symmetrical encryption (and decryption) keys allowing to detect
the activity of an interceptor, evaluate the amount of information leaked and take the necessary
countermeasures to guarantee the secrecy of the keys themselves (Shenk, 2018). In this perspective,
QKD implementations require a public quantum channel and an authenticated public classic channel
(Lewis and Travagnin, 2018). The channel authentication is, in fact, central even in the case of
conventional cryptography: in order for a “classic” public channel to be encrypted, the sender and
recipient must share a short initial secret key (information theoretically secure, ITS) with an entropy as
big as the message itself (Lewis and Travagnin, 2018). In addition, the key only needs to be used once.
For this type of communication, therefore, it is necessary to establish a continuous transmission of
extremely long secret keys. From this point of view, QKD can be interpreted as a key expansion
technique that has no classical counterparts, as it exploits quantum physics to expand the entropy of
the short authentication key to any level required: in other terms, QKD can be employed to obtain a key

as long as the message and then encrypt it using a timepad (Lewis and Travagnin, 2018).

Another important property of QKD is universal composability: in fact, when used in conjunction
with other cryptographic protocols that are theoretically secure (ITS) and universally composable (UC),
the resulting compound cryptographic protocol will also be ITS and UC. One-time pad (OTP) is

universally composable, and therefore if used with a QKD expanded key the resulting protocol will be
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both UC and ITS: consequently, even an opponent with unlimited computing power (even quantum) will

never be able to decipher it (Chen et al., 2018).

Any QKD system requires a quantum channel and an authenticated classic channel to connect
sender and receiver. QKD therefore denies an opponent the possibility of a “store now, decrypt later”
approach (Lewis and Travagnin, 2018, p. 8). Consequently, to decide which asymmetric encryption
algorithm to use and its key length, legitimate parties need only make reasonable assumptions about
the compute resources an adversary can deploy during the channel's first authentication. In fact, if
authentication is not broken during the first round of QKD, even if it is only computationally secure, all
subsequent QKD rounds will be ITS. In this sense, it is usually said that QKD allows you to build long-term
unconditional security from short-term assumptions and that under these conditions provides an eternal
secret. QKD can therefore be used in conjunction with a public key infrastructure that offers the
necessary simplicity and flexibility: even if the asymmetric scheme is deemed secure only for a limited

period of time, long-term security is therefore guaranteed by QKD (Vermeer and Peet, 2020).

Eternal secrecy is different from forward secrecy that can be achieved with conventional public
key cryptography, which relies on the use of different ephemeral keys to authenticate the channel in
each traffic session. In this way, the symmetric encryption keys that are established in each session are
independent of each other and if one of them is compromised at any time only the traffic exchanged

during that particular session can be decrypted.

As the literature review emerged, eternal secrecy is a much stronger property and includes
forward secrecy, as it only depends on the security of the first round of channel authentication. As the
term “unconditional security” is used as a synonym for “information-theoretic security”, it needs to be
clarified that demonstrated QKD unconditional security is actually based on a number of conditions
(Lewis and Travagnin, 2018). The first is to consider the laws of quantum mechanics to be de facto valid.
As with classic cryptography, the opponent does not have access to the QKD equipment, only the
communication channels. Note that the presence in QKD of a public quantum channel next to the
classical one allows to exploit possible further specific quantum loopholes alongside the classical ones,

while still allowing quantum hacking.”

7 MIT Technology Review (2019). There's a new way to break quantum cryptography. 6 March. Retrieved from
https://www.technologyreview.com/2019/03/06 /136765 / theres-a-new-way-to-break-quantum-

cryptography/.
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The implementation should be free of non-idedlities that are not adequately addressed. This
means that every possible side channel that could allow information leakage must be known and
adequately characterized: only the so-called device-independent QKD can mitigate this problem, at
least to some extent (Lewis and Travagnin, 2018). In particular, the algorithms used for the generation
of pseudorandom numbers must pass specific tests of randomness, such as those included in the NIST

Statistical Test Suite SP 800-22 (2010).

Elements of strength and weakness, and the future of quantum technologies

The potentiality of quantum computing could be epitomized in quantum supremacy, or the ability of
quantum computers to overcome the limits of classical computers. As also described in the previous
section, quantum computers are able to perform the task much faster and more efficiently than classical
computers ever could, or because the quantum computer has a computing capacity that is impossible
for classical devices (The Hague Security Delta, 2019). For instance, quantum simulation could allow a
deeper understanding of all complex phenomena in the microcosm and macrocosm, from the folding
of proteins, paving the way for greater efficiency in pharmaceutical research, to the simulation of
complexity of social phenomena (Thiele, 2020; Reding and Eaton, 2020). While classical computers, in
fact, have to sift through the infinite possible states one by one, quantum computers can process all
the research results at the same time. Although several players are investing in quantum supremacy (or
its perception), this has not yet been achieved (The Hague Security Delta, 2019). Moreover, the use case
for a universal quantum computer is also more and more opaque. However, universal computers are by
definition unable to solve any problem in a practical timeframe, such as the issue of prime
factorization.” On the one hand, quantum computers are no substitute for classical computers, and, on

the other, they are not simply super-powered computers.”

In general, quantum can test the validity of each solution at the same time, whereas a traditional
computer would have to test each solution (The Hague Security Delta, 2019). These foreseen possibilities
of quantum technologies, and in particular quantum computing, are potentially unlimited and this new

computational paradigm can have a considerable impact on other technologies as well such as Al.?°

8 Chu, J. (2018). The beginning of the end for encryption schemes? New quantum computer, based on five atoms,
factors numbers in a scalable way. MIT News, March 3. Retrieved from https://news.mit.edu/2016/quantum-
computer-end-encryption-schemes-0303.

¥ See the seminar held by Dave Bacon (Google) on this issue, demonstrating the quantum supremacy over the
world’s most powerful supercomputers, and available at https://www.quantumx.washington.edu/quantum-
computer-versus-supercomputer.

20 Google. Quantum. s.d. Retrieved from https://research.google /teams/applied-science/quantum/.
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According to some experts, quantum computing is impossible following the current
understanding of quantum mechanics?’ Some underlies the devastating technological revolution (The
Hague Security Delta, 2019; Reding and Eaton, 2020). However, attempts to answer outstanding
practical applications of quantum computers are underway. As emerged from literature and to take up
the Hague Security Delta report, there are, however, some significant technical obstacles such as:
problems related to (a) decoherence, (b) the development of algorithms, and (c) the technical
environment. Decoherence is the loss of quantum coherence, which has to be preserved to perform
quantum computations (Zhang et al., 2019). This issue concerns the aspect of quantum computing
functionality, while the number of quantum algorithm adaptations is still very limited (The Hague Security
Delta, 2019). Moreover, technologies such as machine learning will need to ensure that current
algorithms can use quantum computing (The Hague Security Delta, 2019). In this vein, research and
studies on quantum machine learning are much more theoretical speculation. This also mainly affects

the operationalization perspectives of quantum computing.

For the technical environment, quantum computing requires near absolute zero temperatures,
which are extremely difficult, and expensive to achieve and maintain.??> Another relevant aspect is
related to the cost of components for quantum infrastructure, including the current range for terrestrial

quantum communication networks limited to 100 km (The Hague Security Delta, 2019).

Moreover, quantum computers are currently non-standardized, with organizations like NIST
leading the way for such effort, with an estimated timeframe for the hardware on 1-5 years and the
price probabilities ranging around 1-10 billion dollars, limiting the accessibility of the technologies (The
Hague Security Delta, 2019). Breakthroughs in quantum computing technology also require significant
material investments, while a universal applications timeframe, according to some experts, will happen
in 2030 (Reding and Eaton, 2020). Starting from the evidence emerged in this section, the following
pages will focus on strategies and practices developed by the most relevant actors on the international

arena to achieve a strategic advantage in the quantum technologies race.

2 See, inter alia, the argument of Gil Kalai, who believed that “the effort required to obtain a low enough error

level for qni imilemem‘qfion of universal iuqm‘um circuits increases exionem‘ialli with the number of iubifs, and
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