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1.Introduction

The convergence of telecommunications and computer technologies
brought humanity into a new era known as the information age.

The ubiquitous ICTs revolutionised and integrated almost every facet of
modern society, promoting the tendency towards “connecting
everything/everyone to everything/everyone”. It is now easy to produce
and share contents, ideas, information even across geographical
divides. As a result people, things and system live hyper-connected in a
physical-cyber shared environment called cyberspace.

The term, firstly appeared in sci-fi novel Neuromancer, wrote by William
Gibson in 1984, evokes a navigable, digital space of networked
computers accessible from computer consoles. Subsequently used in a
variety of ways, all referred to a new environment created by emerging
computer-mediated communication and virtual reality technologies
(Dodge & Kitchin, 2001), it now represents a /locus of interaction and
benefits for individuals, government and enterprises. Reaching
unprecedented levels of information and individual prosperity as
creating enormous opportunities for innovation, it enlights a
paradigmatic shift in the way people engage in global economic activity
and manage critical infrastructure (Loader, 2003).

Atthe same time, cyberspace is a medium that has opened a deep store
of endless risks associated with cyber-related services. Clearly, this
global and dynamic domain made up of information and
communication structure represents a new area of conflicts and threats,
also considered as the fifth dimension of battlefield, after the traditional
domain land, sea, air and space (Schmitt, 2017). Malicious conducts
against information systems such as computer systems and networks
now have the potential of affecting individuals, countries and the global
economy in ways never before unimagined. This expose the weakness



of digital systems and makes also the physical world more vulnerable to
new threats.

Consequently, protection of data and networks has rapidly become a
high priority (Lucas, 2015) along with the cybercrime deterrence
(Westby, 2004).

With the fast continuing evolution of information and communication
technologies, growing at a speed unprecedented by any other
commodity, nowadays cybersecurity represents a part of a much
broader transformation across society and a great challenge that will
increase in importance.

2. Cybersecurity and cybercrime: a taxonomy

Cybersecurity is a brand-new and broadly used term. It made its first
appearance in the late 1970s in the United States’ post Cold War
scenario influenced by the technology innovations and the changed
geopolitical conditions.

However, it emerged out in the other countries only in the 1990s, firstly
used by computer scientist to indicate computer vulnerabilities. Rapidly,
in the first decade of the 21th century the debate has shifted from the
technical discourse to the threats posed by the digital technologies to
society, economic system and national security. (Hansen & Nissenbaum,
2009).

Described “as meaningful as meaningless” (Klavans, 2015), it is a useful
term that tends to defy precise definition. In fact, even if it has been the
subject of academic and popular literature as at the top of global
agenda, the lack of a comprehensive definition leads to semantic
confusion and a considerable misperception.

Created by the juxtaposition of cyber and security, it embraces two
relevant domains, both notoriously hard to define. Cyber is a prefix
derived from "cybernetic", which comes from the Greek adjective
kuBepvntikdg meaning skilled in steering or governing, and evokes the
context of cyberspace, a “the complex environment resulting from the
interaction of people, software and services on the Internet by means of
technology devices and networks connected to it, which does not exist in any
physical forms” ( ENISA, 2016). It can refer to both the electronic and



physical infrastructure of cyberspace and the line of alphanumeric
data—the code—that tells a computer how to act (Deibert, 2013).0n
the other hand, security is related to being free from danger or threat
as both a process and a result of taking measures (Pricop & Stamatescu,
2018).

In addition, a plethora of terms may be used as synonymous of
cybersecurity as information security, ICT security, network security,
Internet security (Klimburg, 2012). Whilst they are meaningful to the
populace, these terms have nuanced differences.

It well know that cybersecurity becomes increasingly popular as states
adopt and revise specific cybersecurity strategies that lead to actions
with numerous consequences for a broad range of actors. Security of
information network is a very complex and multifaceted sphere of
activity, which has different dimensions and various implications,
concerning different actors as governments, militaries, industries and
individuals. As it refers to the protection of networks and information
system against human mistakes, natural disasters, technical failure or
malicious attacks, it is also closely connected to fundamental rights and
values: security, protection of data privacy, freedom of expression,
protection from crime, defence and international peace. According to
the perspective of the Copenhagen School’s theory of securitization, it
has to be considered “the product of an historical, cultural, and deeply
political legacy” (Buzan et al., 1998).

Referring to a set of issues as varied as distinct, it lacks of a defining
clarity. In fact, multiple national and international organizations, bodies
and fora as well as researchers have built definitions according to their
perspectives and aims.

Inter alia, there are three international definitions.

According to International Communication Unit (ITU) “cybersecurity
refers to the collection of tools, policies, security concepts, security
safeguards, guidelines, risk management approaches, actions, training, best
practices, assurance and technologies that can be used to protect the cyber
environment and organization and user’s assets. Organization and user’s
assets include connected computing devices, personnel, infrastructure,
applications, services, telecommunications systems, and the totality of
transmitted and/or stored information in the cyber environment.
Cybersecurity strives to ensure the attainment and maintenance of the
security properties of the organization and user’s assets against relevant
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security risks in the cyber environment. The general security objectives
comprise the following: availability; integrity, which may include authenticity
and non-repudiation; and confidentiality”. (2010)

In addition, “Cybersecurity’, or ‘cyberspace security’ has been defined as
the ‘preservation of confidentiality, integrity and availability of
information in the Cyberspace’. However, it has also been noted that
other properties such as authenticity, accountability, non-repudiation
and reliability can be involved in cybersecurity.” (Klimburg, 2012)

Then EU Strategy (2013) states “cyber security commonly refers to the
safeguards and actions that can be used to protect the cyber domain, both
in the civilian and military fields, from those threats that are associated with
or that may harm its interdependent networks and information
infrastructure. Cybersecurity strives to preserve the availability and integrity
of the networks and infrastructure and the confidentiality of the information
contained therein.”

It is evident from these sample definitions that cybersecurity works as
an all-inclusive term that refers on information security properties,
confidentiality, availability and integrity. Specifically, it indicates a
proactive and reactive processes working toward the ideal of being free
from threats to the confidentiality, integrity or availability of the
computers, networks, and information that form part of, and together
constitute, cyberspace (Adams et al., 2015).

Added to its broader scope, it carries a sense of ambiguity. There are
many terms used to describe crimes or incidents in which IT is the target
or where IT plays a major role in the realization of the offense. In fact,
cyber security is more commonly surfacing in general discussions along
with cybercrime, cyber threats and cyber risk and often these terms are
mistakenly considered interchangeable (Boster & Currie, 2014).

Especially cybercrime and cybersecurity are often used interchangeably.
Although these concepts have not yet received straightforward
definitions, they are to some extent overlapping. Both & la page topics
in security circles, they are worlds apart. Virtually every security
violations involving cyber technology is criminal, but not every crime in
cyberspace necessarily involves a breach or violations of cybersecurity.

On one hand, cyber-security can be seen as an umbrella term for
numerous, differentiated and fragmented security risks, all of which
share one common factor: the use of cyberspace and the Internet. It



usually relates to four major societal threats- crime, cyber war, cyber
terrorism and espionage.

On the other hand, cybercrime it is a broad term that refers to offences
committed using electronic devices, system or networks. According to
Wall, there is much confusion about the risks posed by cybercrime and
the consensus that it exists (Wall, 2007). Conceptually, cybercrime may
be defined both narrowly, to include offences against computer data
and systems but also more broadly, to include offences committed with
the help of computer data and systems (Clough, 2010).

Differently, cyber risks concern the IT-dependent risks all cyberspace
actors in the various cyber sub-domains are exposed to when
performing cyber activities. The misinterpretation of these terms clearly
enlight the absence of a fine line between these quite fragmented fields,
expression of the new needs of the information society. There is a
specific relation between the taxonomy of cybercrime and cyber
security and the regulation of cyber risk.

Specifically, cybercrime can be considered as a subset of general
concept of cybersecurity (Appazov, 2014). They are involved in a cause-
effect relationship which is not limited to cyber security coming from
new threats but embraces a continuous interaction that defines
inexperienced scenarios. Therefore, the definitional separation of
cybercrime from cyber-security in rule-making is widely criticised as
apparent in many legal orders and systems (Brenner & Koops, 2006).

3. Regulating the cyber threats: the role of criminal law

Considering the multiple dimensions and complexity of the matter, the
debate surrounding cyber threats has been placed within a larger
framework, scattered over different areas of law.

In this context the issue of cybercrime has been addressed in numerous
legislations and strategy documents as one of the first central pillar of
prioritised action. However, it was not easy to bring more computer-
specific offences, such as those targeted at the confidentiality, integrity,
or availability of computer systems, under traditional provisions. To this
end, cyber security policy has firstly been driven by a logic of
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criminalisation to protect cyberspace against cyber criminals that attack
critical information infrastructures.

Often considered as a remedy for all of society’s ill, criminal law has
been always considered the primary response of national state to
address particularly pressing social problems that other regulatory
instruments cannot sufficiently address themselves.

Thus, criminal laws related to computers and the Internet have
developed differently in various countries. In fact, at the very beginning,
the criminal approach evolved in a piecemeal form, amongst a plethora
of legal instruments and conceived apart from cybersecurity.

Whilst an approach existed, key dimensions were missing and it was
certainly not coordinated as required for the construction of an effective
security ecosystem for cyberspace.

More than any other area of the law, criminal law is tied up both with
the cultural values of a nation and with the sovereign exercise of power
over citizens on a territory. However, with the growing of information
era cyberspace does not respect national boundaries anymore, creating
an obvious tension between the global character of the Internet and the
nation-based exercise of criminal law. Although many offences are
transnational in nature- for instance trafficking in humans, weapons
and drugs, money laundering and terrorism-cybercrime presents
unique challenges for cross-border criminal investigation and
jurisdiction.

As a consequence, criminal laws have proven insufficient and inefficient
to face the new challenges posed by the new technologies and to better
secure the information society. The practical solution regulators have
found to deal with this tension was the harmonisation of legal rules and
greater law enforcement cooperation.

The first round of a proper cyber criminalisation was stimulated by the
adoption of Budapest Convention on Cybercrime, adopted in 2001, that
firstly considered at international level those actions directed against
the confidentiality, integrity and availability of computer data and
system, comprising illegal access and interception, data and system
interference, misuse of devices, along with computer-related offences,
content-related and offences related to infringement of copyright and
related rights. It is still represents the only binding multilateral treaty
instrument aimed at combating cybercrime, although initiatives have



been pursued at various levels, including the United Nations and the
European Union.

To date the global picture is one of a certain degree of fragmentation in
membership of international and regional instruments related to
cybercrime. Notwithstanding, this trend has left still much room for
national divergence, emphasizing the difficulty of achieving consensus
in criminal legal matters outside of the traditional sphere of political
democracy in the nation state (Summers, 2015).

Furthermore, cybercrime grapples with technology. It means new
concepts and objects, not traditionally addressed by law. It does not
take into account the particularities of information and information
technology that are associated with cybercrime and crimes generating
electronic evidence. And as matter of fact, technology evolves faster
than the law. These reasons have led to a widespread disagreement
about the resort to criminal law as an effective component of cyber
security policy, calling for a favoured multilateral approach based also
on the participation of other “non-governmental” stakeholders in the
global fight against cyber threats, given their increasing role in
influencing policy outcomes.

Nevertheless only criminal rules are able to create that social climate in
which citizens assume responsibility for preventing cybercrime without
violating implicit social expectations as to the proper use and scope of
criminal liability (Brenner, 2004). Despite its recognised weak points,
criminal law still must be considered as an essential instrument of
deterrence. If it's true that a basic summary of the historical scene
revolving around cyber criminal phenomena shows that the increase of
both cyber crime and deterrence remain unbalanced (Xingan Li, 2017),
it is only the result of the need to re-think criminal law outside the
traditional constraints.

This all focuses attention back to the aims and the extent of cyber-
criminalisation. An ongoing updating of the legal framework is
necessary as there are little doubt that a more harmonised approach to
criminal law regulation might enable broader consensus and wider
global reach. These must be at the forefront of cybersecurity strategy.
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4. Conclusion

Since the peace of Westphalia the governing authority at the nation-
state level was considered to have a monopoly over the so-called public
interest, but in modern societies the traditional hierarchy has shifted to
a network structure involving new types of actors. In other words it has
been recognised that cyberspace is fluid and that a multiplicity of both
state and non-state actors can exert cyber power in order to face the
risks created by cyberspace.

Therefore, a multi-stakeholder approach is considered to be crucial for
managing the challenges of cyberspace and governments are just one
the actors involved in this polycentric governance based on a private-
public partnership.

In this context criminal law finds itself between the weakness of national
sovereignty and the need for an effective response to cyber criminality.
However, even if it may not be considered the principal instrument
anymore, certainly it represents one of the weapons part of a wide
range of regulatory arsenal. The threats posed by the information age
still need to be dealt with in the framework of global challenge posed to
criminal law by the development and the widespread use of
technologies.

Ensuring the participation in the global fight against cybercrime of
stakeholder may help. However, harmonizing and updating substantive
criminal law still represent a major step in the direction of combating
cyberthreats.
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