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Abstract.

Cyberterrorism as a global socio-political phenomenon affects not only States and
society but also the entire internet ecosystem. The first part emphasizes how
cybersecurity and cyberterrorism are constructed concepts, serving to the interests of
those cyber powers who are capable to impose their own discourse and logic to the rest
of the digital social ecosystem. The multifaceted phenomenon of cyberterrorism, as
discussed below, is based on four different approaches devoted to it, structured based
on the values to protect and the aims to achieve. The second part is dedicated to the
study of the evolution towards the Internet of Everything, which will frame a complex
scenario full of risks and challenges for its governance.
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Introduction.

The purpose of this paper is to study the threat of cyberterrorism as a global
socio-political phenomenon which affects not only States and individuals but also the
entire internet ecosystem, in particular at the dawn of the Internet of Everything.

The structure of this work is divided in two parts. This paper starts by discussing
how cyberterrorism, as well as many other realities such as cybersecurity, innovation
and cyberspace, is a social construction. The variation on the perception of cyber
terrorism implies important consequences for the internal dynamics of cyberspace and
for the actors directly concerned with this phenomenon.

The second part is dedicated to the study of the evolution towards the Internet of
Everything, which will reconfigure a complex and dynamic new scenario. If global
multistakeholder framework of governance is not adequately implemented, Internet of
Everything would exponentially increase the vulnerabilities of the whole cyberspace to
be exploited by cyberterrorists.

1. Cyberterrorism and the construction of cyber(in)security.

Terrorism and cyberterrorism is always linked to the State, due to the fact that it
represents a public threat to public order and sovereignty. Notwithstanding the multiple
factors related to cyberterrorism, Governments have also the power to construct and
deconstruct the many narratives which are related to that phenomenon, as an instrument



of social control and a way to limit its impact on society. In the case of cyberterrorism,
it does not only imply the re-edition of the old threat of terrorism with new tools, but
also an opportunity for the governments to reposition themselves in a context
characterized by uncertainty, anonymity, dynamism, decentralization and fast spread of
unpredictable consequences for most the actors interacting within the cyberspace. Even
though globalization and new technologies erode the sovereign power of States, the
fight against cyber terror often legitimates governmental control and surveillance over
the cyberspace and allows public officials to shift the public attention from its own
deficiencies to focus on a specific target. By identifying an antagonistic threat,
governments can control the narrative, the agenda-setting and policy-making processes,
gaining legitimacy to impose extraordinary measures of control, surveillance and cyber
attack.' Three examples will serve to illustrate this praxis.

At the end of the 20th century, States and media have used metaphors® like
"Phantom Menace", "Cyber-Scare", "Cyber Doom", "Cyber-Katrinas", “Guerrilla
Warfare in cyberspace” and "Digital Pearl Harbor" to inflate the threat and, indirectly,
to highlight how crucial its protective role is for society and how well prepared public
forces are to prevent such a critical events to occur. Notwithstanding the construction of
a innate insecure cyber scenario, cyberterrorist attacks are no more an abstract threat, as
it was affirmed in the past,” while public and private sectors were spending “less on
cyber protection than coffee.”® Today, worldwide cybersecurity spending has reached a
value of 96 billion dollars.’

The State models the concept of cyberterrorism to adapt it to its own
convenience. During the early beginnings of the internet, when the US were behaving as
the champion of free world, the marshal of the post-Cold War international system and
the promoter of globalization and capitalism, president Clinton's security analysts
increased the narrative of fear® and focused the attention on cyber terrorists who were
opposing its hegemony. The first G.W. Bush presidency decided to turn towards a more
traditional state-oriented vision, shifting its narrative to "rogue States" and their
capability to launch cyberwarfare attacks to national critical infrastructure of the US.
After the 9/11, under the discursive logic of the "war on terrorism", almost any threat
against public and private interests in the cyberspace affecting "interstate or foreign
commerce or communication of the United States" is considered an act of
"cyberterrorism".” Since then, notwithstanding cyberterrorism was never deprioritized
as one of the most fear-mongering scenarios, US government indistinctively used the
terms cyberterrorism and cyberwar to descrive different cyber threats, adapting its
discourse depending on the magnitude and seriousness of every specific situation.

Both Bush and Obama administrations, notwithstanding their core ideological
differences, have constructed a common, strongly symbolic narrative based on the
simple idea that the international terrorists use cyber piracy as a source for terrorist
fundraising, "robbing billions of dollars” from American economy.® In this way they

" Erikson, J. (2007), p. 61.

2 Morozov, E. (2009).

3 "The destruction of byts and bytes never directly killed anybody or destroyed any buildings.” Erikson, J.
(2007), p. 78.

* Ozeren, S. et al. (2007), p. 263.

> Hopping, C. (2017).

% Erikson, J. and Giacomello, G. (2007), p. 67.

7 Erickson, J. (2007), p. 72.

¥ McCarthy, D. (2015), p. 137.



managed to put together three national interests: the fight against terrorism, the
international protection of American innovative sector and the legitimacy for
governmental extraordinary measures of control, surveillance and attacks in the
cyberspace.

As shown in these examples, cyberterrorism is a more complex social
phenomenon than the combination of terrorism and cyberspace.” Depending on the
interests of each actor interacting within the cyberspace, the concept of cyberterrorism
uses to be shaped, constructed and described in at least four different interpretations: the
objective perspective, the subjective viewpoint, the target conception and the matrix
approach.

a) From an objective perspective, or action perspective, the cyberterrorist act is
configured by a list of material key factors. In this traditional explanation, ' the action
requires the concurrence of three essential elements: /) the presence of electronic
devices, information technologies and/or internet structures and their data, both as a tool
to perpetrate attacks or as target; 2) a terrorist motivation -ideological, ethnical or
religious-, and 3) the perpetrator has to be a person or a group of persons, not a State
nor a governmental agent acting in the name of a State. These three essential elements
are followed by many typical actions: to perpetrate attacks or to perform other actions
commonly related with terrorism, such as cyber propaganda, recruitment, organization,
logistics, etc.

Each of these three essential elements is necessary to configure a cyberterrorist
act. If the action lacks the first element, it might be considered a terrorist act. In the
case there is not terrorist motivation, it could be considered a cyber attack or/and
cybercrime. And if it lacks the third element, it shall be considered cyberwarfare or
informational warfare."'

Fig. 1: Structure of the Cyberterrorist act from an objective perspective.
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(not States nor its agents) terrorism radicalization, logistics, planning, material
dissemination, support infrastructure.

Focused on the description of the action, the objective approach is commonly
used for legislative and policy-making aims, due to its universal applicability, accuracy,
impartiality, internal coherence and integrity on the description of what is and what is
not cyberterrorism.

b) The subjective approach is not focused on the action but on the perpetrator.
This perspective is generally preferred by most of the governmental agencies, in
particular during the investigations, not only to prevent future attacks but also to
dismantle networks of propaganda, indoctrination and the recruitment of lone-wolves.'®
When a potential terrorist or group is identified, most of the times due to a link with a
recognized terrorist organization, the authorities implement techniques of cyber
surveillance and data mining on specific social and cyber contexts, although the
increasing public concern about social stigmatization and the violation of privacy of the
innocent citizens involved in the investigations. Every device, place, action,
communication or person connected to the target could be considered as a potential risk
for national security. Desouza and Hengsen consider that any usage of the internet by a
terrorist constitutes cyberterrorism.'” However, others argue that an actor-neutral
definition of cyberterrorism is preferable.'”® A critical argument of this approach
emphasizes the need to shift from this actor-centred conventional view to a more
discourse-centered perspective, emphasizing "the intersubjective and constructed nature
of terrorism knowledge," the "individual motivations and experiences of terrorists,
"their mind-sets and world-views, their ‘humiliations and desires’"."

c) The target approach considers cyberterrorism primarily as “the use of
computer network tools to shut down critical infrastructure.”® Tt defines the
typology by linking a specific medium to a specific target, avoiding any discussion
about the perpetrator, the action and the motivation. Although this definition is per se
incomplete,”' it works well as a complementary factor of the latter two approaches. By
underlying the criticality of the target, this approach allows authorities, on the one hand,
to distinguish between cyberterrorists and political hacktivists,”* and, on the other hand,
to focus their policies on preventive actions, consisting in the identification and
enforcement of critical infrastructure, the early detection of their vulnerabilities and an
adequate plan of protection, risk management and deterrence against cyber attacks.

d) The matrix approach considers a list of common elements with no unified
hierarchy nor structured classification. These elements are: people (or groups), locations
(of perpetrators, facilitators and victims), methods/modes of action, tools, targets,

16 “The most likely scenario that we have to guard against right now ends up being more of a lone-wolf
operation than a large, well-coordinated terrorist attack.” President Obama address Aug. 16, 2011, cit. in
Weimann, G. (2015).
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2 Most would likely agree that disrupting the website of a government department or private
organisation, even for political motives, is not an act of terrorism as traditionally understood. Chen,
T.M. et al. (2014), p. 2.



affiliations and motivations. > Other study offer a different list, including: Origin of
attack—entity (identity of attacker), Origin of attack—system (type of IT and systems),
Motivation for attack, Target of attack—entity (population, organization, identity),
Target of attack—type, Desired outcome and Results and actual outcome.** The
advantage of this open approach radicates on its fleasibility, a key characteristic needed
to compare different agencies' definitions and to determine how functional task could fit
within them.””

From a constructivist perspective, cyberterrorism constitutes a social reality in
constant change, constructed on the basis of discourse, symbols, meaningful experience,
reflection, identification and social engagement. The analysis of this phenomenon shifts
from what cyberterrorism actually is to a more complex question about how
cyberterrorism is perceived, how it is felt and lived, how it is rhetorically demolished or
praised, amplified or minimized. Hence, discourses on cyber security in general, and
cyberterrorism in particular, become instrumentalized by interested actors, in particular
the State.

By exploring the structure of cyberspace, the next part of this study will provide
a complete picture of how the discourse of cyberterrorism is adapted to the logic and
dynamics of the cyberspace framework.

3. Challenges and Risks of the Internet of Everything.

With the exponential growth of mobile devices,”® applications and social
networks, our everyday life is online, generating a huge amount of data.”” The latest
technological challenge is to connect the rest of the objects of our life, maximizing the
synergy among the four main elements of this new Internet of Everything (IoE): people,
processes, things and data.”®

This extremely fast® global change represents not only a quantitative®® but also
a qualitative revolution that requires a specific kind of global governance, based on the
same multistakeholder, decentralized system used to successfully govern the whole
Internet technical structure. But States and key actors from the digital sector are not
promoting such solution, and the consequences could generate a strong vulnerability to
be exploited by cyberterrorists.
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With the improvement of Big Data,”' Cloud®* and Fog Computing,”® Analytics
3.0* and Artificial Intelligence, the ToE will exponentially increase the connections
between unrelated pieces of information. A fundamental feature of IoE is context-
awareness, generating automated services and environmental conditions to improve the
user's quality of experience.”> In the new age of cognitive computing®® and hyper
history,”” machines not only execute restrict tasks but also collaborate with humans,
drawing inferences from data thanks to a more rational, analytic and even reflexive
process. The center of power will be delocalized, if not relegated, from the direct human
use and control of things, to just the design of the code that regulates the connection and
interaction between things, mostly at the edge thanks to fog computing. This is the
reason why the big corporations are highly focused on leading the dimension of
innovation in order to write the code that will rule everything.*®

Taking into consideration how these innovations impact and reshape the whole
framework of the Internet technical structure, the Internet of Everything presents both
technical and socio-political risks which could be exploited by cyberterrorists.

On the one hand, owing to the classical definition of risk as a function between
threat, vulnerability and impact, the IoE affects most specifically the latter two
elements. The growth in interconnectedness to trillions of connections,” most of them
at the edge level™” of the fog and cloud computing systems, exponentially increases the
vulnerability of the overall system to be hit by cyberattacks, in particular the most
common technique of distributed denial-of-service (DDoS) attack,®' which is relatively
easy to carry out even by unskilled attackers, very difficult to attribute and dangerous
enough to immediately capture social media and public attention. A ubiquitous fog of
interconnected, geo-localized and smart sensors demands a higher level of control and
human supervision, representing the most vulnerable part of the cyber society of the

3! Big data consists in massive "volumes of data available in varying degrees of complexity, generated at
different velocities and varying degrees of ambiguity that cannot be processed using traditional
technologies, processing methods, algorithms, or any commercial off-the-shelf solutions." Kale, V.
(2017), p. 208.

32 The most palpable example of virtualization technologies, Cloud Computing is a digital service which
consists of on-demand broad network access to a shared pool of measured computing resources. Kale, V.
(2017), p. 177-8.
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volumes of data to the cloud. Dahir, H. (et al.) (2015), p. 13.

3* Instead of collecting structured and unstructured data from various sources and sending it to a
centralized location to be correlated and analyzed, Analytics 3.0 analyze the data close to the source,
performing complex processes in microseconds without transferring massive amounts of data through the
Internet. Rayes, A. and Salam, S. (2017), p. 19.

3 Mongay Batalla, J. et al. (eds.) (2017), p. 4

3% Cognitive computing represents the third era of computing, after the tabulating and programmable
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globally dispersed and decentralized architecture of the global Internet, there is increasing
recognition that points of infrastructural control can serve as proxies to regain (or gain) control or
manipulate the f low of money, information, and the marketplace of ideas in the digital sphere."
Musiani, F. et al. (eds.) (2016).

3 Mongay Batalla, J. et al. (eds.) (2017), p. 4

%" The connections at the edge level consist in physical devices and controllers (like sensors, machines,
intelligent edge nodes of all types), programmed for several specific tasks and connected with the main
network.

I Rayes, A. and Salam, S. (2017), p. 211.



near future. Hence, the level of impact caused by a cyberattack is directly proportional
to the delegation of human supervision in the hands of the Al to control the myriad of
devices, services and everyday complex situations. If the only solution to secure this
transition to smart computing management is to fortify the internet, then only the
technical vulnerabilities would be solved, leaving without solution the main threats, the
impact and the overall cybersecurity.

But to enhance a more comprehensive solution, the Internet ecosystem has to
focus its attention also on the socio-political feature of cybersecurity. Looking at the big
picture, it results essential to maintain an adequate balance and trade-off between the
three social dimensions of cyberspace. The systemic risks of fragmentation, erosion of
collective trust and consensus, unfinished institutionalization and balkanization of the
Internet ecosystem could derivate in extraordinary opportunities for cyberterrorists and
cybercriminals to boost their influence and power. In addition to this, the three
dynamics of leapfrogging stir up structural vulnerabilities for the entire structure.

By projecting the devices and digital platforms of the future, digital innovation
will create new vulnerabilities. If the public sector is not implementing policies to test
and control the effects of innovation on the society or if the private sector is only
focused on the revenues and there are not enough incentives to invest in making their
products and services safer and more secure, the whole cyberspace would be a much
dangerous ecosystem. And as a consequence of that, there would be less incentive to
collaborate and to reach institutional consensus in the internet dimension.

Cyberterrorists, considered by Suarez Sanchez-Ocafia as early adopters of new
technologies,” would benefit from this situation, exploiting high structural and
individual vulnerabilities during the earliest phase of digital implementation.

The main challenge for the international community is to keep on fostering a
solid security framework for the Internet and preventing the logic of cyberwarfare to
contaminate the collaborative and open environment of the Internet. Reinforcing
regional and local capacity-building programs, institutionalizing multistakeholder
governance and achieving a long-running engagement between public and private
sectors are essential steps to adequately tackle those vulnerabilities.

Since 1998, all US national Administrations combined the discourse of support
of a free and open internet with the promotion of a public/private partnership to enforce
national cybersecurity. But the private sector, although the fact that it owns the 85% of
critical national infrastructure, * is not willing to assume responsibility in the place of
the State.** At this point, the cyberwar dimension will keep on being a fertile realm for
cyber insecurity,” a situation that paradoxically would indirectly benefit both the
innovation industry and the government.

The corporations will be able to build their cyber fortresses, maintaining the
people in a secure but completely controlled environment, and, consequently, the
governments will be legitimized to intervene in the cyberspace to limit the superpower
of the innovation industry.

2 Suarez Sanchez-Ocaiia, A. (2015), p. 136.

# Carr, M. (2016), p. 101.

* Carr, M. (2016), p. 103.

* Governments and other actors are “choosing to maintain a state of cyber insecurity”, Carr, M. (2016),
p. 184.



4. Conclusion.

Cyberterrorism as a dynamic phenomenon is constantly adapting itself to the
logics and interactions depending on the highly uncertain scenario of cyberspace, in
particular due to the impact of the Internet of Everything.

Cooperation between main cyber actors is crucial to control cyberterrorism, but
it will succeed only if all cyber actors understand and find consensual solutions to both
the cyberterrorist phenomenon and the vulnerabilities created by the IoE. A prosperous
future for our cyber society depends on finding the medium virtus in the context of these
narratives, by combining, on the one hand, the salvific power of technological
development boosting the IoE and, on the other hand, the increasingly destructive
power of the cyber attacks.
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